
KHP Group Privacy Policy 

 

Here at KHP Group, we value our relationships and are committed to maintaining the trust and 

confidence of the individuals we interact with. In particular, we want you to know that KHP Group is 

not in the business of selling, renting or trading email lists with other companies and businesses for 

marketing purposes.  

This Privacy Policy explains: 

• What information we collect and why we collect it 

• How we use that information 

• The choices you have and your rights, including how to access and update information 

Changes to data protection law 

The law in relation to data protection changed on 25th May 2018 when the General Data Protection 

Regulation came into force in the United Kingdom and across Europe. 

1. Who we are and how you can contact us 

Our registered office is KHP Group, Elsinore Villa, Greenway Road, Torquay, TQ2 6JE. You can also 

contact us via email at info@khpgroup.co.uk 

If you have any questions in relation to this Privacy Policy, including any requests to exercise your 

rights, please contact us at either of the above methods.  

2. Where we collect your personal information from 

We may collect, store and transfer personal information about you in the following ways: 

Data you give us 

• When you register to use our services; 

• When you talk to us on the phone; 

• When you use our website; 

• When you email or send letters to us; 

• When you engage with us on social media; 

• When you book an appointment with us 

Data we collect when you use our services 

• KHP Group and our third party partners use technologies to collect and store information 

about the device or browser you use when you visit our website and social media sites.  

Data from third parties we work with 

• Social networks 

• Agents/agencies working on our behalf 

• Government and law enforcement agencies 

• Identity and contact data from publicly available sources  
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3. Data we collect about you 

We may collect, use, store and transfer different kinds of personal information about you which 

we have grouped together as follows: 

Identity data – name, title, photographs, date of birth, passport details, driving licence details 

and gender 

Contact data – postal address, email address, phone number, social media addresses 

Financial data – bank account details and proof of funds 

Technical data – internet protocol (IP) address, browser type and version, time zone settings and 

location, browser plug-in types and versions, operating system and platform and other 

technology on the devices you use to assess our website, newsletter and social media posts 

Profile data – feedback responses 

Usage data – information about how you use our website, newsletter or social media posts 

Marketing and communications data – your preferences in receiving marketing from us and our 

third parties and your communication preferences 

We also collect, use and share aggregated data such as statistical or demographic data for any 

purpose. Aggregated data may be derived from your personal data but is not considered 

personal data in law as this data does not directly or indirectly reveal your identity. However, if 

we combine or connect aggregated data with your personal data so that it can directly identify 

you, we treat the combined data as personal data which will be used in accordance with this 

privacy notice. 

We do not collect special categories of personal information about you such as religious or 

philosophical beliefs, sex life, sexual orientation, political opinions, trade union membership, 

information about your health and genetic and biometric data.  

4. How we use your personal information 

We are only allowed to use personal information about you if the law allows us to.  

Most commonly, we will use your personal data in the following circumstances: 

• Where we need to perform the contract, we are bout to enter into or have entered into 

with you. 

• Where it is necessary for our legitimate interests (or those of a third party) and your 

interests and fundamental rights do not override those interests. 

• Where we need to comply with a legal or regulatory obligation 

• Where we can collect and process your data with your consent 

Opting Out 

You can ask us to stop sending you marketing messages at any time by contacting us at 

info@khpgroup.co.uk or you can  write to us at The DPO Team, KHP Group, Elsinore Villa, Greenway 

Road, Torquay, TQ2 6JE.  
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Changes of purpose 

We will only use your personal data for the purposes for which we collected it, unless we reasonably 

consider that we need to use it for another reason and that reason is compatible with the original 

purpose. If we need to use your personal data for any unrelated purpose, we will notify you and we 

will explain the legal basis which allows us to do so. Please note, we may process your personal data 

without your knowledge or consent in compliance with the above rules where this is required or 

permitted by law.  

5. Who we share your personal data with 

We may have to share your personal data with third parties in accordance with section 4. above.  

• Internal third parties such other companies within the KHP Group acting as joint processors 

and who are based within the UK and provide IT and system administration services and 

undertake leadership reporting.  

• External Third Parties such as: 

o IT companies who support our website and other business systems based in the UK 

or EEA. 

o Direct marketing companies who help us manage our communications with you 

from within the UK or EEA. 

o Professional advisors including but not limited to lawyers, bankers, auditors and 

insurers based in the UK or EEA who provide consultancy, banking, legal, insurance 

and accounting services.  

o HM Revenue & Customs, regulators and other authorities based in the UK who 

require reporting of processing activities in certain circumstances.  

We may seek to acquire other businesses or merge with them. If a change happens to our business, 

then the new owners may use your personal data in the same way as set out in this policy notice.  

We require all third parties to respect the security of your personal data and treat it in accordance 

with the law. We do not allow out third-party service providers to use your personal data for their 

own purposes and only permit them to process your personal information for specified purposes 

and in accordance with our instructions.  

6. Failing to provide personal information 

Where we need to collect personal data by law, or under the terms of a contract we have with you 

and you fail to provide that data when requested, we may not be able to perform the contract we 

have or are trying o enter into with you. In this case, we may have to cancel a service you have with 

us but we will notify you if this is the case at the time.  

7. Transferring your personal data outside of the EEA 

The EEA is the European Economic Area, which consists of the EU Member States, Iceland, 

Liechtenstein and Norway. 

We do not transfer your data outside of the EEA, however, we may use third party services providers 

that do, in which case, if they do transfer your personal data outside the EEA, we will make sure that 

it is protected in the same way as it if was being used in the EEA and will ensure adequate 

safeguarding measures are in place. Please contact us if you want further information on the specific 

mechanism used by us when transferring your personal data out of the EEA.  



8. Data security 

We have put in place appropriate security measures to prevent data from being accidentally lost, 

used or accessed in an unauthorised way, altered or disclosed. In addition, we limit access to your 

personal data to these employees, agent, contractors and other third parties who have a business 

need to know. They will only process your personal data on out instructions and they are subject to a 

duty of confidentiality.  

We have put in place procedures to deal with any suspect personal data breach and will notify you 

and any applicable regulator (including the ICO) of a breach where we are legally required to do so.  

9. How long do we keep your personal data  

We will only retain your personal data for as long as necessary to fulfil the purposes we collected it 

for, including for the purpose of satisfying any legal, accounting or reporting requirements.  

In some circumstances we may anonymise your personal data (so that it can no longer be associated 

with you) for research or statistical purposes in which case we may use this information indefinitely 

without further notice to you.  

10. Marketing 

We may use your personal data to tell you about relevant services. We can only use your personal 

data to send you marketing messages if we either have your consent or a legitimate interest to do 

so.  

You can ask us to stop sending you marketing messages at any time via contacting us at 

info@khpgroup.co.uk or using the opt-out links on any marketing messages sent to you.  

11. Children 

Our services are not intended for children under the age of 16 and we do not knowingly collect data 

relating to children. If you have reason to believe a child under the age of 16 has provided personal 

data to us through our services, please contact us at info@khpgroup.co.uk.  

12. Job applicants, current and former employees  

KHP group is the data controller for the information you provide during the process unless otherwise 

stated.  

Information that you may provide to us includes:  

 • Your name, address and contact details, including email address and telephone number, date of 

birth and gender;  

• Details of your qualifications, skills, experience and employment history, including start and end 

dates, with previous employers and with the organisation;  

• Details of your bank account and national insurance number;  

• Information about your marital status, next of kin, dependants and emergency contacts;  

• Information about your nationality and entitlement to work in the UK;  

• Equal opportunities monitoring information including information about your ethnic origin, 

gender, date of birth and nationality;  

• Information about medical or health conditions, including whether or not you have a disability for 

which the organisation needs to make reasonable adjustments;  
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• Evidence of entitlement to statutory leave and pay, for example, sick pay, maternity, paternity, 

adoption, parental and shared parental leave   

 

This information may be provided:   

• In the course of communications between you and us (including by phone, email, or otherwise).  

• When you complete forms for us (including new starter paperwork, benefit or share plan 

membership forms, DNA forms etc.).  

• When you update your personal details or benefit preferences.    

  

Information that we collect about you during your employment includes:  

 • The terms and conditions of your employment;  

• Information about your remuneration, including entitlement to benefits;  

• Information about your criminal record (role dependant);  

• Details of your contractual working pattern (days of work and hours);  

• Details of periods of leave taken by you, including (but not limited to) annual leave, sickness 

absence, family leave and the reasons for such leave;  

• Details of any disciplinary or grievance procedures in which you have been involved, including any 

warnings issued to you and related correspondence;  

• Assessments of your performance, including probationary reviews, performance reviews, details of 

any capability processes in which you have been involved including any warnings issued to you, 

performance improvement plans and related correspondence;  

• Information about medical or health conditions, including whether or not you have a disability for 

which we need to make reasonable adjustments;  

• Information about your various share plan holdings (if applicable);   

• Equal opportunities monitoring information including information about your gender and 

nationality.  

 

We may collect this information in a variety of ways. For example, data may be collected through 

CVs or resumes; obtained from your passport or other identity documents such as your driving 

licence; from forms completed by you at the start of or during employment (such as benefit or share 

plans memberships or nomination forms); from correspondence with you; or through interviews, 

meetings or other assessments.  

Information that we collect about you from third parties includes:  

 • References supplied by former employers;  

• Information from employment background check providers (role dependent);  

• Information from criminal records checks permitted by law (role dependent);  

• Medical records / occupational health reports (when required).  

 

We collect information from third parties with your consent only. The data we collect will be stored 

in a range of places, including in your personnel file, files relating to your share plans participation, in 

our HR management systems and in other IT systems (including the organisation's email system).  

Who may we disclose your personal information to?  

Your information may be shared internally with members of the HR team, a recruitment panel, 

Payroll, your line manager, managers in the business area in which you work and IT staff if access to 

the data is necessary for performance of their roles;  



We may share your data with third parties in order to obtain pre-employment references from other 

employers, and where required for the role to obtain employment background checks from third-

party providers and obtain necessary criminal records checks from the Disclosure and Barring 

Service. We may also share your data with third parties in the context of a sale of some or all of our 

business. In those circumstances the data will be subject to confidentiality arrangements;  

We may also share your data with third parties that process data on our behalf in connection with 

the provision of benefits, share plans and the provision of occupational health services; We also 

share your data with third parties that process data on our behalf in connection with the provision of 

benefits, administration of share plans and the provision of occupational health services;   

Obtain occupational health advice, to ensure that we comply with duties in relation to individuals 

with disabilities, meet our obligations under health and safety law, and ensure that employees are 

receiving the pay or other benefits to which they are entitled  

Some special categories of personal data, such as information about health or medical conditions, is 

processed to carry out employment law obligations (such as those in relation to employees with 

disabilities)  

We do this for compliance with legal obligations to which we are subject.  

We may process other special categories of personal data, such as information about ethnic origin 

for the purposes of equal opportunities monitoring. Data that we use for these purposes is collected 

with the express consent of employees, which can be withdrawn at any time  

We will not transfer your data to countries outside the European Economic Area unless appropriate 

safeguards are in place with the relevant supplier / processor.  

13. Your rights 

Agreement 

By continuing to engage with us you are giving us permission to process your personal data 

specifically for the purposes identified above.  Where we are asking you for sensitive personal data 

we will always seek your consent for this and tell you why and how the data will be used.    

Under certain circumstances, you have the rights under data protection laws in relation to your 

personal data. Information about your rights are as follows: 

Request access to your persona data. This enables you to receive a copy of the personal data we 

hold about you and to check that we are lawfully processing it.  

Request correction of the personal data that we hold about you. This enables you to have any 

incomplete or inaccurate data we hold about you corrected, though we may need to verify the 

accuracy of the new data you provide to us.  

Request erasure of your personal data. This enables you to ask us to delete or remove personal data 

where there is no good reason for us continuing to process it. You also have the right to ask us to 

delete or remove your personal data where you have successfully exercised your right to object to 

processing, where we may have processed your data unlawfully or where we are required to erase 

your personal data to comply with local law. Note, however, that we may not always be able to 

comply with your request of erasure for specific legal reasons which we will be notified to you, if 

appropriable at the time of your request.  



Object to processing of your personal data where we are relying on a legitimate interest (or those of 

a third party) and there is something about your personal situation which makes you want to object 

to processing on this ground as you feel it impacts on your fundamental rights and freedoms. You 

also have the right to object where we are processing your personal data for direct marketing 

purposes. In some cases, we may demonstrate that we have compelling legitimate grounds to 

process your data which override your rights and freedoms.  

Request restriction of processing of your personal data. This enables you to ask us to suspend the 

processing of your personal data in the following scenarios: 

a) If you want us to establish the data’s accuracy 

b) Where our use of the data is unlawful but you don’t want us to erase it 

c) Where you need us to hold the data even if we no longer require it as you need it to 

establish, exercise or defend legal claims 

d) You have objected to our use of your data but we need to verify whether we have 

overriding legitimate grounds to use it.  

Request the transfer of your personal data to you or to a third party. We will provide you, or a third 

party you have chosen, your personal data is a structured, commonly used, machine-readable 

format. Note that this right only applies to automated information which you initially provided 

consent for us to use or where we used the data to perform a contract with you.  

Withdraw consent at any time where we are relying on consent to process your personal data. 

However, this will not affect lawfulness of any processing carried out before you withdraw your 

consent. Please contact us at info@khpgroup.co.uk  

No Fee Usually Required 

You will not have to pay a fee to access your personal data (or to exercise any of the other rights) 

apart from any applicable postage costs if you chose to send written requests via your chosen postal 

service. However, we may charge a reasonable fee if your request is clearly unfounded, repetitive or 

excessive alternately, we may refuse to comply with your request in these circumstances.  

What we may need from you 

We may need to request specific data from you to help us confirm your identity and ensure your 

right to access your personal data (or to exercise any of your other rights). This is a security measure 

to ensure your personal data is not disclosed to any person who has no right to receive it. We may 

also contact you to ask you for further information in relation to your request to speed up our 

response.  

Time limit to respond 

We try to respond to all legitimate requests within one month. Occasionally it may take longer than 

this if your request is particularly complex or you have made a number of requests.  

Making a complaint 

Please let us know if you are unhappy with how we have used your personal data by contacting us at 

info@khpgroup.co.uk or write to us at KHP Group, Elsinore Villa, Greenway Road, Torquay, TQ2 6JE. 

You also have the right to complain to the Information Commissioner’s Office. You can find their 

contact details at www.ico.org.uk. We would however, be grateful of the opportunity to resolve any 

concerns you may have prior to ICO notification and request you contact us in the first instance.  
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